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5.1.x
Limited service state
Clause 5.1.1 refers to a ‘limited service’ state which an MCX UE enters once it has completed SIP registration but MCX authentication and MCX user service authorization haven’t performed yet. In this state the MCX UE shall be able to use limited MCX services e.g. an anonymous MCX emergency communication.

This clause describes how this requirement can be implemented in line with the given security standard for mission critical service.

5.1.x.1
Communication in limited service state

Communication in ‘limited service’ state shall be restricted to emergency communication only. Furthermore such communication shall be restricted to private call communication to avoid that ‘limited service’ state MC users pre-empt talkers of an ongoing group communication. The called party shall be a dispatcher who’s assigned to this functionality by MCX system configuration. This presumes that the controlling MCX server recognizes the private call request as initiated by a party in ‘limited service’ state and because of this it shall route the request to a preconfigured party for such type of call requests. This way forward should help to provide restricted (limited) service to an MCX UE respectively to its MC user to obtain help in urgent situation prior to completing authentication and MCX service authorization when already being registered at the SIP core.
The ‘limited service’ state shall not introduce any gap or thread to the security mechanisms in place for MCX systems. Communication in ‘limited service’ state shall not bypass authentication at the Identity management system nor MCX service authorization. As a result a particular authentication and service authorization for ‘limited service’ state needs to be introduced. This shall be based on MC IDs dedicated to ‘limited service’ state operation or purpose.

A set of those MC IDs or at least one of it must be shared across all MCX UEs of MCX user belonging to an MCX system which is considered as Primary System. 

These MC IDs shall refer to an exclusively reserved range of MC service user identities (MC service IDs) for ‘limited service’ state. Each of these MC service IDs shall be tight to a user profile which just authorizes communication for ‘limited service’ state and nothing further. This specific implementation of identities used shall enable the availability of limited service for MC users entering an emergency situation before they can complete authentication and MCX authorization and require immediate help. Such users (respectively their MCX clients) shall start the authentication procedure with an ‘limited service’ state MC ID at the Identity management system when initiating an emergency call request. The MCX client on the MC UE shall complete the authentication for ‘limited service’ state by sending automatically predefined credentials to the Identity management server. 

The provisioning of MC ID for limited service state and its credentials to the MC UE shall be part of an initial device configuration by the MC system operator.

In addition, both MC ID for limited service state and its credentials may be part of each MC user profile configuration data which the Configuration management client downloads from the MC system’s Configuration management server during MCX service authorization after regular authentication has been passed. This would allow to change the MC ID for limited service state and its credentials if required for some reasons, e.g. this information got compromised and needs be to exchanged quickly. 

5.1.x.2
Procedure for communication setup in limited service state

All MCX service servers and Common service core servers in an MC system expect to receive valid tokens in requests from MC UE’s clients. Tokens are created at the Identity management system of the MC system after successful MC User’s authentication and are shared with the user. A ‘limited service’ state MC User has gone successfully through SIP registration at the MC system but due to lack of completed authentication misses any token to pass access permission verification at any servers in mention above.

Although the requirements for ‘limited service’ state demand some ‘limited service’ being available missing tokens will block any access to MC service for such a user. The way forward will be that MC user identies (MC IDs) defined for the purpose of ‘limited service’ state only shall enable a valid authentication at the MC system for restricted service.

The intended restriced service is emergency communication only and the setup shall be triggered either by the MC UE or by the MC User. The communication setup process begins with the authentication information flow between Identity management client and the Identity management server of the MC system. After completing authentication for ‘limited service’ state the MC client will receive a number of tokens to go ahead to complete its authorization and sending an MCX emergency privat call request to an MCX server.

Pre-conditions:

1. The MC UE has successfully authenticated at the PLMN for LTE access and has obtained an IP address.

2. An MC user identity (MC ID) for the particalur purpose of ‘limited service’ state is available and shared between the MC UE and the Primary MCX System respectively its Identity management system (ID Mgmt Server)

3. The Primary MCX System’s Identity management system holds temporary MC service IDs in store for the purpose of ‘limited service’ state authentication.

4. The MC User has not started/initiated regular authentication at the Identity management system (ID Mgmt Server) of the Primary MC System.

Figure 5.1.x.2-1 shows the procedure for communication setup in limited service state.
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Figure 5.1.x.2-1
Emergency private communication in ‘limited service’ state

NOTE 1:
Figure 5.1.x.2-1 describes the steps necessary to set up emergency private communication in ‘limited service’ state. It reuses several steps from Figure C.1-1 in the present document.

Step 1:
Authentication and Registration at the Primary SIP core reuses steps 0 to 2 of Figure C.1-1 in the present document. The SIP Client on the MC UE and MCX Server(s) in the Primary MCX System can now exchange SIP messages.
Step 2:
The SIP Client shall notify the MCX Client(s) that registration at the Primary SIP core has been successfully performed.
Step 3:
The MCX Client(s) has(have) entered ‘limited service’ state.

NOTE 2:
In this state the client(s) shall do nothing and wait for one of two events: a) authentication finalized or b) MC UE or MC User initiates emergency communication. If a) occurs all steps further down will be obsolete.

Step 4:
Either the MC UE or the MC User initiates an emergency communication.

Step 5:
The MCX client(s) shall recognize the MC User’s input from step 4 as an permitted user activity for ‘limited service’ state and shall trigger the authentication process for ‘limited service’ at the ID Mgmt Client.

Step 6:
The ID Mgmt Client sends an Authentication request to the ID Mgmt Server. This step matches with step 3.a of Figure C.1-1: OpenID Connect MC User Authentication and Registration in the present document.

Step 7:
The ID Mgmt Client of the MC UE and the ID Mgmt Server at the Primary MCX System process ‘Limited service’ state user authentication. This step is in line with step 3b of Figure C.1-1 in the present document. The particular MC User Identity (MC ID) for ‘limited service’ state and the associated credentials are provided to the ID Mgmt Server. There the credentials are successfully authenticated.

Step 7’:
The credentials of the MC User Identity (MC ID) shall be provided automatically without any activity by the MC User from the MCX Client(s) to the ID Mgmt Client.

Step 8:
After authentication the ID Mgmt Client requests token from the ID Mgmt Server. This step corresponds to steps 3d to 3f of Figure C.1-1 in the present document. The client receives a number of token with MC user identities (MC service IDs), access permissions and other contents.

Step 9:
The access token and ID token are made available to the MCX client(s). The ID token delivers a temporary and for ‘limited service’ state assigned MC service ID. Along with the received access token the MCX Client can start MCX service authorization for ‘limited service’ state.

Step 10:
The MCX User authorization shall take place as Figure 5.1.3.1-1 MCX user service authorization in the present document shows. .

NOTE 3:
Following the steps of Figure 5.1.3.1-1 the user profile downloaded from the Configuration Management Server shall restrict the authorizations to ‘limited service state capabilities only.

Step 11:
After step 10 completed the MCX Client(s) or at least one of them are able to initiate an MCX emergency private communication. Emergency private communication for MCPTT in ‘limited service’ state follows procedure 5.1.x.3.1, MCVideo follows procedure 5.1.x.3.2 and MCData follows procedure 5.1.x.3.3 in subsequent clauses in the present document.
5.1.x.3
MC service specific emergency private call requests in limited service state

5.1.x.3.1
MCPTT emergency private call request in limited service state

The MCPTT emergency privat call request in limited service shall follow the procedure described in 3GPP TS 23.379 [2], clause 10.7.2.4.1 MCPTT emergency private call commencement. Receiving information flow in 3GPP TS 23.379 [2], Table 10.7.2.1.5-1: MCPTT emergency private call request (MCPTT client to MCPTT server) information elements, the controlling MCPTT server shall recognize the calling party MCPTT ID as limited service state MCPTT ID and forward this request to a party who is dedicated for responding to emergency calls of limited service state users. The responding party shall be an authorized user/dispatcher who can furthermore request immediate location reports from the calling party and who may attach this party into group communication.
5.1.x.3.2
MCVideo emergency private call commencement

The MCVideo emergency privat call request in limited service shall follow the procedure described in 3GPP TS 23.281 [37], clause 7.2.2.4.1 MCVideo emergency private call commencement. Receiving information flow in 3GPP TS 23.281 [37], Table 7.2.2.2.6-1: MCVideo emergency private call request (MCVideo client to MCVideo server) information elements, the controlling MCVideo server shall recognize the calling party MCVideo ID as limited service state MCVideo ID and forward this request to a party who is dedicated for responding to emergency calls of limited service state users. The responding party shall be an dispatcher or other authorized user who can furthermore request immediate location reports from the calling party and who may attach this party into group communication.
5.1.x.3.3
MCData emergency one-to-one short data service request

The request for emergency communication either one-to-one (private) or to group is carried in the Information element ‘Emergency indicator’. This optional element is part of many information flows requesting short data service or file distribution functionality.

For the MCData service the emergency alert from the MC User in ‘limited service’ state shall be realized as an ‘one-to-one standalone short date service using signalling control plane as described in 3GPP TS 23.282 [38], clause 7.4.2.2. This procedure uses the ‘MCData standalone data request’ as lined out in 3GPP TS 23.282 [38], Table 7.4.2.1.1-1/-2 including Information elements as matter of particalur interest: ‘Emergency indicator’ and ‘Location’. ‘Emergency indicator’ set introduces the requirement for priorization and ‘Location’ delivers the current position of the requester. The controlling MCData server shall recognize the MCData ID of the requester as an ‘limited service’ state identity and forward the request to a preconfigured party who is dedicated to respond such request and who shall be an authorized user or dispatcher.
* * * End of Change * * * *
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